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1
Decision/action requested

It is requested to approve the proposed content for clause 5.1.4 (Secure storage and processing of subscription credentials), related to the storage of privacy key, in TS 33.501.
2
Rationale
Issues related to storage, processing, and provisioning of the home network public key for SUPI privacy were discussed in FS_NSA conf-calls. We propose the following way forward, taking into account the discussion in the said calls: 

 [Gemalto] 
Contribution S3-172031 addresses the same topic regarding to the storage and the process of the Home Network Public Key to encrypt the SUPI. S3-172031 was posted for agenda 8.3.7 as contribution for interim agreements related to key issue #7.2.
Where is the home network public key stored?

· It is acceptable to store the home network public key in USIM or tamper resistant secure hardware component. The reason being that the USIM or tamper resistant secure hardware component is trusted to store more security sensitive information including the "K" and NAS security context.

· It is acceptable to store the home network public key in ME with same security properties as for the storage of NAS security context. The reason being that if an attacker compromises the NAS security context (in whatever imaginary way), the attacker will have necessary keys to decipher and inject AS/NAS messages belonging to the UE, IMSI privacy, therefore, being arguably the least serious problem. Important requisite is that a secure provisioning mechanism is in place. The unnecessary consequence of not trusting ME to store the home network public key is that new USIM or tamper resistant secure hardware component will be required to access 5G network.

 [Gemalto] 

The HN public key is a long-term credential that shall not be modified. Only the tamper resistant secure hardware component can guaranty the required protection in integrity for this key. 

The HN public key shall be available in the UE at any time, even when the subscriber inserts its UICC in a new ME. 

In case of storage of the HN public key in the ME, the home operator cannot know when the HN public key has been deleted from the ME and should be re-provisioned.

New USIM or tamper resistant secure hardware component will be required only for scenarios where the legacy USIM cannot be updated to store the HN public key. 

Where is the encryption of SUPI done?

· It is acceptable that the USIM or tamper resistant secure hardware component performs the SUPI encryption. The reason being that the USIM or tamper resistant secure hardware component is trusted to perform more security sensitive operations including deriving the RES during authentication.

· It is acceptable that the ME performs the SUPI encryption. The reason being that the ME is trusted to perform AS/NAS confidentiality/integrity protection. In EPS-AKA*, the ME is also trusted to derive RES*. On the other hand, there is no requirement for hiding the SUPI from the ME, in fact, the ME needs the SUPI (i.e. IMSI) to Attach to EPS. Furthermore, there is a lot of support for using legacy USIMs at least for authentication for 5GS, however, the legacy USIM is not able to perform the SUPI encryption.  
 [Gemalto] 

RES* = KDF (KDF (CK, IK, RES, SNN, RAND). It is the USIM, which derives the RES and the keys CK, IK involved in the RES* computation. There is no trust required in the ME to derive RES* from RES, CK and IK.

 Additionally, the key lifetime of the HN public key will be longer than the key lifetime of the keys stored in the ME (e.g. CK and IK).

New USIM or tamper resistant secure hardware component will be required only for scenarios where the legacy USIM cannot be updated to store and process the HN public key. 

How is the home network public key provisioned?

· Home network operator controls the provisioning.

· It is accepted that USIM or tamper resistant secure hardware component supports provisioning. The reason being that already today home network operators trust USIM or tamper resistant secure hardware component to perform standard or proprietary mechanisms for securely sending updates.

· It is FFS to determine if any provisioning mechanism relying on ME is acceptable.

 [Gemalto] 

The HN public key is a credential under the control of the home operator. The tamper resistant secure hardware component, in which the home operator has full control of the update of the platform, is trusted by the home operator. The ME does not benefit from equivalent level of trust and control, which is required to provision and update credentials and sensitive data under the control of the home operator. 

The attached pCR intends to implement our interpretations of these potential agreements in TS 33.501. Below table summarizes the content. 
	
	ME
	Tamper resistant secure hardware component

	Storage of the home network public key
	No
	Yes

	Processing (encryption of SUPI) 
	No
	Yes

	Provisioning 
	No 
	Yes


4
Detailed proposal 
Following texts are proposed.
*** BEGIN CHANGES ***
5.1.4
Secure storage and processing of subscription credentials

The following requirements apply for the storage and processing of the subscription credentials used to access the 5G network:

-
The subscription credential(s) shall be integrity protected within the NG-UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) (e.g., K in EPS AKA) shall be confidentiality protected within the NG-UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) shall never be available in the clear outside of the tamper resistant secure hardware component. 

-
The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the tamper resistant secure hardware component.

-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the tamper resistant secure hardware component.

Editor's Note: It is FFS whether such a security assurance scheme to be used for evaluation of the credentials and identifier storage and processing is within the scope of 3GPP and if so, the requirements related to it.

Editor's note: The above requirements need to be updated with the agreed terminology for e.g. long-term key.
The following requirements apply for the storage and processing of the privacy key that is used to generate SUCI from the SUPI when accessing the 5G network:

-
The privacy key shall be stored on the tamper resistant secure hardware component 
Editor's note: If there can be more than one privacy key that are valid during different periods of time is FFS. 
-
The generation of the SUCI using the privacy key shall be executed in the tamper resistant secure hardware component




-
Provisioning, and updating the privacy key within the NG-UE shall be in the control of the home network. 

NOTE:
The provisioning may be implemented using the Over the Air (OTA) mechanism. OTA provisioning of privacy key is out of the scope of the present specification. 


*** END OF CHANGES ***
�Follows the same principle as deleting the EPS security context from the ME in TS 33.401. 





"Any EPS security context shall be deleted from the ME if:


a) the UICC is removed from the ME when the ME is in power on state;


b) the ME is powered up and the ME discovers that a UICC different from the one which was used to create the EPS security context has been inserted to the ME;


c) the ME is powered up and the ME discovers that no UICC has been inserted to the ME." 





